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PREFACE

WHAT’S NEW IN THE SECOND EDITION

In the four and a half years since the first edition of this book was published, the field has
seen continued innovations and improvements. In this new edition, we try to capture these
changes while maintaining a broad and comprehensive coverage of the entire field. To begin
the process of revision, the first edition of this book was extensively reviewed by a number
of professors who teach the subject and by professionals working in the field. The result is
that in many places the narrative has been clarified and tightened, and illustrations have
been improved.

One obvious change to the book is a revision in the organization, which makes for a
clearer presentation of related topics. There is a new chapter on operating system security
and a new chapter on wireless security. The material in Part Three has been reallocated to
chapters in a way that presents it more systematically.

Beyond these refinements to improve pedagogy and user-friendliness, there have been
major substantive changes throughout the book. Highlights include:

* Operating system security: This chapter reflects the focus in NIST SP800-123. The
chapter also covers the important topic of virtual machine security.

* Cloud security: A new section covers the security issues relating to the exciting new
area of cloud computing.

* Application-based denial-of-service attacks: A new section deals with this prevalent
form of DoS attack.

* Malicious software: This chapter provides a different focus than that of the first edition.
Increasingly, we see backdoor/rootkit type malware installed by social engineering
attacks, rather than more classic virus/worm direct infection. And phishing is even
more prominent than ever. These trends are reflected in the coverage.

* Internet security protocol and standards: This chapter has been expanded to include
two additional important protocols and services: HTTPS and DKIM.

* Wireless security: A new chapter on wireless security has been added.

* Computer security incident response: The section on CSIR has been updated and
expanded.

e Student study aid: Each chapter now begins with a list of learning objectives.

e Sample syllabus: The text contains more material than can be conveniently covered
in one semester. Accordingly, instructors are provided with several sample syllabi
that guide the use of the text within limited time (e.g., 16 weeks or 12 weeks). These
samples are based on real-world experience by professors with the first edition.

¢ Practice problem set: A set of homework problems, plus solutions, is provided for
student use.

e Test bank: A set of review questions, including yes/no, multiple choice, and fill in the
blank, is provided for each chapter.

xvii
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BACKGROUND

Interest in education in computer security and related topics has been growing at a dramatic
rate in recent years. This interest has been spurred by a number of factors, two of which
stand out:

1. Asinformation systems, databases, and Internet-based distributed systems and com-
munication have become pervasive in the commercial world, coupled with the
increased intensity and sophistication of security-related attacks, organizations
now recognize the need for a comprehensive security strategy. This strategy encom-
passes the use of specialized hardware and software and trained personnel to meet
that need.

2. Computer security education, often termed information security education or informa-
tion assurance education, has emerged as a national goal in the United States and other
countries, with national defense and homeland security implications. Organizations such
as the Colloquium for Information System Security Education and the National Security
Agency’s (NSA) Information Assurance Courseware Evaluation (IACE) Program are
spearheading a government role in the development of standards for computer security
education.

Accordingly, the number of courses in universities, community colleges, and other
institutions in computer security and related areas is growing.

OBJECTIVES

The objective of this book is to provide an up-to-date survey of developments in compu-
ter security. Central problems that confront security designers and security administrators
include defining the threats to computer and network systems, evaluating the relative risks
of these threats, and developing cost-effective and user-friendly countermeasures.

The following basic themes unify the discussion:

e Principles: Although the scope of this book is broad, there are a number of basic
principles that appear repeatedly as themes and that unify this field. Examples are
issues relating to authentication and access control. The book highlights these princi-
ples and examines their application in specific areas of computer security.

* Design approaches: The book examines alternative approaches to meeting specific
computer security requirements.

* Standards: Standards have come to assume an increasingly important, indeed dominant,
role in this field. An understanding of the current status and future direction of technology
requires a comprehensive discussion of the related standards.

* Real-world examples: A number of chapters include a section that shows the practical
application of that chapter’s principles in a real-world environment.
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INTENDED AUDIENCE

The book is intended for both an academic and a professional audience. As a textbook,
it is intended as a one- or two-semester undergraduate course for computer science,
computer engineering, and electrical engineering majors. It covers all the topics in OS
Security and Protection, which is one of the core subject areas in the IEEE/ACM Computer
Curriculum 2008: An Interim Revision to CS 2001, as well as a number of other topics. The
book covers the core area IAS Information Assurance and Security in the IEEE/ACM
Curriculum Guidelines for Undergraduate Degree Programs in Information Technology
2008; and CE-OPS6 Security and Protection from the IEEE/ACM Computer Engineering
Curriculum Guidelines 2004.

For the professional interested in this field, the book serves as a basic reference volume
and is suitable for self-study.

PLAN OF THE TEXT

The book is divided into five parts (see Chapter 0):

e Computer Security Technology and Principles
e Software Security and Trusted Systems

* Management Issues

¢ Cryptographic Algorithms

¢ Network Security

The book is also accompanied by a number of online appendices that provide more
detail on selected topics.

The book includes an extensive glossary, a list of frequently used acronyms, and a
bibliography. Each chapter includes homework problems, review questions, a list of key
words, suggestions for further reading, and recommended Websites.

COVERAGE OF CISSP SUBJECT AREAS

This book provides coverage of all the subject areas specified for CISSP (Certified Informa-
tion Systems Security Professional) certification. The CISSP designation from the International
Information Systems Security Certification Consortium (ISC)? is often referred to as the “gold
standard” when it comes to information security certification. It is the only universally recognized
certification in the security industry. Many organizations, including the U.S. Department of
Defense and many financial institutions, now require that cyber security personnel have the
CISSP certification. In 2004, CISSP became the first I'T program to earn accreditation under the
international standard ISO/IEC 17024 (General Requirements for Bodies Operating Certification
of Persons).

The CISSP examination is based on the Common Body of Knowledge (CBK), a
compendium of information security best practices developed and maintained by (ISC)?,
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a nonprofit organization. The CBK is made up of 10 domains that comprise the body of
knowledge that is required for CISSP certification. See Chapter 0 for details of this book’s
coverage of CBK.

STUDENT RESOURCES

For this new edition, a tremendous amount of original supporting material for students has
been made available online, at two Web locations. The Companion Website, at William
Stallings.com/ComputerSecurity (click on Student Resources link), includes a list of relevant
links organized by chapter and an errata sheet for the book.

Purchasing this textbook new grants the reader six months of access to the Premium
Content Site, which includes the following materials:

* Online chapters: To limit the size and cost of the book, two chapters of the book are
provided in PDF format. The chapters are listed in this book’s table of contents.

* Online appendices: There are numerous interesting topics that support material found
in the text but whose inclusion is not warranted in the printed text. A total of nine
appendices cover these topics for the interested student. The appendices are listed in
this book’s table of contents.

° Homework problems and solutions: To aid the student in understanding the material,
a separate set of homework problems with solutions are available. These enable the
students to test their understanding of the text.

¢ Key papers: Several dozen papers from the professional literature, many hard to find,
are provided for further reading.

* Supporting documents: A variety of other useful documents are referenced in the text
and provided online.

INSTRUCTOR SUPPORT MATERIALS

Support materials for instructors are available at the Instructor Resource Center (IRC) for
this textbook, which can be reached through the Publisher’s Web site www.pearsonhighered.
com/stallings or by clicking on the link labeled “Pearson Resources for Instructor” at this
book’s Companion Website at WilliamStallings.com/ComputerSecurity. To gain access to
the IRC, please contact your local Pearson sales representative via pearsonhighered.com/
educator/replocator/requestSalesRep.page or call Pearson Faculty Services at 1-800-526-
0485. The IRC provides the following materials:

* Projects manual: Project resources including documents and portable software, plus
suggested project assignments for all of the project categories listed in the following
section.

¢ Solutions manual: Solutions to end-of-chapter Review Questions and Problems

* PowerPoint slides: A set of slides covering all chapters, suitable for use in lecturing.

e PDF files: Reproductions of all figures and tables from the book

e Test bank: A chapter-by-chapter set of questions.


www.pearsonhighered.com/stallings
www.pearsonhighered.com/stallings
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* Sample syllabuses: The text contains more material than can be conveniently covered
in one semester. Accordingly, instructors are provided with several sample syllabuses
that guide the use of the text within limited time. These samples are based on real-
world experience by professors with the first edition.

The Companion Website, at WilliamStallings.com/ComputerSecurity (click on Instruc-
tor Resources link), includes the following:

e Links to Web sites for other courses being taught using this book
e Sign-up information for an Internet mailing list for instructors using this book to
exchange information, suggestions, and questions with each other and with the author

PROJECTS AND OTHER STUDENT EXERCISES

For many instructors, an important component of a computer security course is a project or
set of projects by which the student gets hands-on experience to reinforce concepts from the
text. This book provides an unparalleled degree of support for including a projects compo-
nent in the course. The instructor’s support materials available through Prentice Hall not
only includes guidance on how to assign and structure the projects but also includes a set of
user’s manuals for various project types plus specific assignments, all written especially for
this book. Instructors can assign work in the following areas:

* Hacking exercises: Two projects that enable students to gain an understanding of the
issues in intrusion detection and prevention.

* Laboratory exercises: A series of projects that involve programming and experiment-
ing with concepts from the book.

* Research projects: A series of research assignments that instruct the student to research
a particular topic on the Internet and write a report.

* Programming projects: A series of programming projects that cover a broad range of
topics and that can be implemented in any suitable language on any platform.

* Practical security assessments: A set of exercises to examine current infrastructure and
practices of an existing organization.

* Firewall projects: A portable network firewall visualization simulator is provided,
together with exercises for teaching the fundamentals of firewalls.

* Case studies: A set of real-world case studies, including learning objectives, case
description, and a series of case discussion questions.

° Writing assignments: A list of writing assignments to facilitate learning the material.

* Reading/report assignments: A list of papers that can be assigned for reading and writ-
ing a report, plus suggested assignment wording.

This diverse set of projects and other student exercises enables the instructor to use
the book as one component in a rich and varied learning experience and to tailor a course
plan to meet the specific needs of the instructor and students. See Appendix A in this book
for details.
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This book, with its accompanying Web site, covers a lot of material. Here we give
the reader an overview.

0.1 OUTLINE OF THIS BOOK

Following an introductory chapter, Chapter 1, the book is organized into five parts:

Part One: Computer Security Technology and Principles: This part covers tech-
nical areas that must underpin any effective security strategy. Chapter 2 lists
the key cryptographic algorithms, discusses their use, and discusses issues of
strength. The remaining chapters in this part look at specific technical areas of
computer security: authentication, access control, database security, malicious
software, denial of service, intrusion detection, and firewalls.

Part Two: Software Security and Trusted Systems: This part covers issues
concerning software development and implementation, including operat-
ing systems, utilities, and applications. Chapter 10 covers the perennial issue
of buffer overflow, while Chapter 11 examines a number of other software
security issues. Chapter 12 takes an overall look at operating system security.
The final chapter in this part deals with trusted computing and multilevel
security, which are both software and hardware issues.

Part Three: Management Issues: This part is concerned with management
aspects of information and computer security. Chapters 14 and 15 focus
specifically on management practices related to risk assessment, the setting up
of security controls, and plans and procedures for managing computer security.
Chapter 16 looks at physical security measures that must complement the
technical security measures of Part One. Chapter 17 examines a wide range of
human factors issues that relate to computer security. A vital management tool
is security auditing, examined in Chapter 18. Finally, Chapter 19 examines legal
and ethical aspects of computer security.

Part Four: Cryptographic Algorithms: Many of the technical measures that
support computer security rely heavily on encryption and other types of cryp-
tographic algorithms. Part Four is a technical survey of such algorithms.

Part Five: Internet Security: This part looks at the protocols and standards
used to provide security for communications across the Internet. Chapter 22
discusses some of the most important security protocols for use over the
Internet. Chapter 23 looks at various protocols and standards related to
authentication over the Internet. Chapter 24 examines important aspects of
wireless security.

A number of online appendices cover additional topics relevant to the book.

0.2 A ROADMAP FOR READERS AND INSTRUCTORS

This book covers a lot of material. For the instructor or reader who wishes a shorter
treatment, there are a number of alternatives.



0.2/0.3 SUPPORT FOR CISSP CERTIFICATION 3

To thoroughly cover the material in the first two parts, the chapters should
be read in sequence. If a shorter treatment in Part One is desired, the reader may
choose to skip Chapter 5 (Database Security).

Although Part Two covers software security, it should be of interest to users
as well as system developers. However, it is more immediately relevant to the latter
category. Chapter 13 (Trusted Computing and Multilevel Security) may be consid-
ered optional.

The chapters in Part Three are relatively independent of one another, with
the exception of Chapters 14 (IT Security Management and Risk Assessment)
and 15 (IT Security Controls, Plans, and Procedures). The chapters can be read
in any order and the reader or instructor may choose to select only some of the
chapters.

Part Four provides technical detail on cryptographic algorithms for the inter-
ested reader.

Part Five covers Internet security and can be read at any point after Part One.

0.3 SUPPORT FOR CISSP CERTIFICATION

This book provides coverage of all the subject areas specified for CISSP (Certified
Information Systems Security Professional) certification.

As employers have come to depend on in-house staff to manage and develop
security policies and technologies, and to evaluate and manage outside security
services and products, there is a need for methods for evaluating candidates.
Increasingly, employers are turning to certification as a tool for guaranteeing that
a potential employee has the required level of knowledge in a range of security
areas.

The international standard ISO/IEC 17024 (General Requirements for Bodies
Operating Certification of Persons) defines the following terms related to certification:

e Certification process: All activities by which a certification body establishes
that a person fulfils specified competence requirements.

* Certification scheme: Specific certification requirements related to specified
categories of persons to which the same particular standards and rules, and the
same procedures apply.

* Competence: Demonstrated ability to apply knowledge and/or skills and,
where relevant, demonstrated personal attributes, as defined in the certifica-
tion scheme.

The CISSP designation from the International Information Systems Security
Certification Consortium (ISC)!, a nonprofit organization, is often referred to as
the “gold standard” when it comes to information security certification. It is the
only universally recognized certification in the security industry [SAVAO03]. Many
organizations, including the U.S. Department of Defense and many financial insti-
tutions, now require that cyber security personnel have the CISSP certification
[DENNT11]. In 2004, CISSP became the first IT program to earn accreditation under
ISO/IEC 17024.



The CISSP examination is based on the Common Body of Knowledge (CBK),
a compendium of information security best practices developed and maintained by
(ISC)'. The CBK is made up of 10 domains that comprise the body of knowledge
that is required for CISSP certification. Table 0.1 shows the support for the CISSP

body of knowledge provided in this textbook.

Coverage of CISSP Domains

CISSP Domain

Key Topics in Domain

Chapter Coverage

Access Control

e Identification, authentication, and
authorization technologies

e Discretionary versus mandatory access
control models

e Rule-based and role-based access
control

4— Access Control

Application
Development
Security

e Software development models
¢ Database models
¢ Relational database components

5—Database Security
10—Buffer Overflow
11—Software Security

Business Continuity
and Disaster
Recovery Planning

¢ Planning

® Roles and responsibilities

e Liability and due care issues
* Business impact analysis

16—Physical and Infrastructure
Security
17—Human Resources Security

Cryptography

® Block and stream ciphers

e Explanation and uses of symmetric
algorithms

¢ Explanation and uses of asymmetric
algorithms

2— Cryptographic Tools

20— Symmetric Encryption and
Message Confidentiality

21 —Public-Key Cryptography and
Message Authentication

Information Security
Governance and Risk
Management

e Types of security controls

e Security policies, standards, procedures,
and guidelines

¢ Risk management and analysis

14—1IT Security Management and
Risk Assessment

15—1IT Security Controls, Plans, and
Procedures

Legal, Regulations,
Investigations and
Compliance

e Privacy laws and concerns
e Computer crime investigation
® Types of evidence

19—Legal and Ethical Aspects

Operations Security

e Operations department responsibilities
e Personnel and roles
e Media library and resource protection

15—IT Security Controls, Plans, and
Procedures

17—Human Resources Security
18—Security Auditing

Physical e Facility location and construction issues 16—Physical and Infrastructure
(Environmental) ¢ Physical vulnerabilities and threats Security
Security e Perimeter protection
Security Architecture e Critical components 13—Trusted Computing and
and Design e Access control models Multilevel Security

e Certification and accreditation
Telecommunications e TCP/IP protocol suite Appendix F—TCP/IP Protocol

and Network Security

* LAN, MAN, and WAN technologies
e Firewall types and architectures

Architecture

22 —Internet Security Protocols and
Standards

24— Wireless Network Security
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The 10 domains are as follows:

* Access control: A collection of mechanisms that work together to create a
security architecture to protect the assets of the information system.

* Application development security: Addresses the important security concepts
that apply to application software development. It outlines the environment
where software is designed and developed and explains the critical role soft-
ware plays in providing information system security.

* Business continuity and disaster recovery planning: For the preservation and
recovery of business operations in the event of outages.

e Cryptography: The principles, means, and methods of disguising information
to ensure its integrity, confidentiality, and authenticity.

* Information security governance and risk management: The identification
of an organization’s information assets and the development, documenta-
tion, and implementation of policies, standards, procedures, and guidelines.
Management tools such as data classification and risk assessment/analysis are
used to identify threats, classify assets, and to rate system vulnerabilities so
that effective controls can be implemented.

¢ Legal, regulations, investigations and compliance: Computer crime laws and
regulations. The measures and technologies used to investigate computer
crime incidents.

* Operations security: Used to identify the controls over hardware, media,
and the operators and administrators with access privileges to any of these
resources. Audit and monitoring are the mechanisms, tools, and facilities that
permit the identification of security events and subsequent actions to identify
the key elements and report the pertinent information to the appropriate indi-
vidual, group, or process.

* Physical (environmental) security: Provides protection techniques for the
entire facility, from the outside perimeter to the inside office space, including
all of the information system resources.

¢ Security architecture and design: Contains the concepts, principles, structures,
and standards used to design, monitor, and secure operating systems, equip-
ment, networks, applications, and those controls used to enforce various levels
of availability, integrity, and confidentiality.

¢ Telecommunications and network security: Covers network structures; trans-
mission methods; transport formats; security measures used to provide avail-
ability, integrity, and confidentiality; and authentication for transmissions over
private and public communications networks and media.

In this book, we cover each of these domains in some depth.

0.4 INTERNET AND WEB RESOURCES

There are a number of resources available on the Internet and the Web to support
this book and to help one keep up with developments in this field.
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Web Sites for This Book

Three Web sites provide additional resources for students and instructors. We main-
tain a Companion Web site for this book at WilliamStallings.com/ComputerSecurity.
For students, this Web site includes a list of relevant links, organized by chapter,
and an errata sheet for the book. For instructors, this Web site provides links to
course pages by professors teaching from this book.

There is also an access-controlled Premium Content Web site that provides
a wealth of supporting material, including additional online chapters, additional
online appendices, a set of homework problems with solutions, copies of a number
of key papers in this field, and a number of other supporting documents. See the
card at the front of this book for access information.

Finally, additional material for instructors is available at the Instructor
Resource Center (IRC) for this book. See Preface for details and access information.

Computer Science Student Resource Site

William Stallings also maintains the Computer Science Student Resource Site, at
ComputerScienceStudent.com. The purpose of this site is to provide documents,
information, and links for computer science students and professionals. Links and
documents are organized into five categories:

* Math: Includes a basic math refresher, a queuing analysis primer, a number
system primer, and links to numerous math sites

* How-to: Advice and guidance for solving homework problems, writing technical
reports, and preparing technical presentations

* Research resources: Links to important collections of papers, technical
reports, and bibliographies

e Other useful: A variety of other useful documents and links

* Computer science careers: Useful links and documents for those considering a
career in computer science.

Other Web Sites

There are numerous Web sites that provide information related to the topics of
this book. In subsequent chapters, pointers to specific Web sites can be found in
the Recommended Reading and Web Sites section. Because the addresses for Web
sites tend to change frequently, we have not included URLSs in the book. For all of
the Web sites listed in the book, the appropriate link can be found at this book’s
Web site. Other links not mentioned in this book will be added to the Web site
over time.

Online Groups

Usener Newsgrours A number of USENET newsgroups are devoted to some
aspect of computer security. As with virtually all USENET groups, there is a high
noise-to-signal ratio, but it is worth experimenting to see if any meet your needs.
The most relevant are as follows:
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* sci.crypt.research: The best group to follow on cryptography. This is a mod-
erated newsgroup that deals with research topics; postings must have some
relationship to the technical aspects of cryptology.

e sci.crypt: A general discussion of cryptology and related topics.

e alt.security: A general discussion of security topics.

° comp.security.misc: A general discussion of computer security topics.

° comp.security.firewalls: A discussion of firewall products and technology.

° comp.security.announce: News and announcements from CERT (computer
emergency response team).

e comp.risks: A discussion of risks to the public from computers and users.
° comp.virus: A moderated discussion of computer viruses.

Forums There are a number of worthwhile Web-based forums dealing with aspects
of computer security. The companion Web site provides links to some of these.

0.5 STANDARDS

Many of the security techniques and applications described in this book have been
specified as standards. Additionally, standards have been developed to cover man-
agement practices and the overall architecture of security mechanisms and services.
Throughout this book, we describe the most important standards in use or that are
being developed for various aspects of computer security. Various organizations
have been involved in the development or promotion of these standards. The most
important (in the current context) of these organizations are as follows:

* National Institute of Standards and Technology: NIST is a U.S. federal agency
that deals with measurement science, standards, and technology related to
U.S. government use and to the promotion of U.S. private-sector innovation.
Despite its national scope, NIST Federal Information Processing Standards
(FIPS) and Special Publications (SP) have a worldwide impact.

¢ Internet Society: ISOC is a professional membership society with worldwide
organizational and individual membership. It provides leadership in address-
ing issues that confront the future of the Internet and is the organization home
for the groups responsible for Internet infrastructure standards, including the
Internet Engineering Task Force (IETF) and the Internet Architecture Board
(IAB). These organizations develop Internet standards and related specifica-
tions, all of which are published as Requests for Comments (RFCs).

e ITU-T: The International Telecommunication Union (ITU) is an interna-
tional organization within the United Nations System in which governments
and the private sector coordinate global telecom networks and services. The
ITU Telecommunication Standardization Sector (ITU-T) is one of the three
sectors of the ITU. ITU-T’s mission is the production of standards cover-
ing all fields of telecommunications. ITU-T standards are referred to as
Recommendations.
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ISO: The International Organization for Standardization (ISO)? is a world-
wide federation of national standards bodies from more than 140 countries,
one from each country. ISO is a nongovernmental organization that promotes
the development of standardization and related activities with a view to
facilitating the international exchange of goods and services, and to develop-
ing cooperation in the spheres of intellectual, scientific, technological, and
economic activity. ISO’s work results in international agreements that are
published as International Standards.

A more detailed discussion of these organizations is contained in Appendix C.

2ISO is not an acronym (in which case it would be TOS), but a word, derived from the Greek, meaning

equal.
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LEARNING OBJECTIVES

After studying this chapter, you should be able to:

@ Describe the key security requirements of confidentiality, integrity, and
availability.

@ Discuss the types of security threats and attacks that must be dealt with

and give examples of the types of threats and attacks that apply to different
categories of computer and network assets.

€ Summarize the functional requirements for computer security.

@ Describe the X.800 security architecture for OSI.

@ Discuss key trends in security threats and countermeasures.

4 Understand the principle aspects of a comprehensive security strategy.

This chapter provides an overview of computer security. We begin with a discus-
sion of what we mean by computer security. In essence, computer security deals
with computer-related assets that are subject to a variety of threats and for which
various measures are taken to protect those assets. Accordingly, the next section
of this chapter provides a brief overview of the categories of computer-related
assets that users and system managers wish to preserve and protect, and a look at
the various threats and attacks that can be made on those assets. Then, we survey
the measures that can be taken to deal with such threats and attacks. This we do
from three different viewpoints, in Sections 1.3 through 1.5. We then look at some
recent trends in computer security and lay out in general terms a computer security
strategy.

The focus of this chapter, and indeed this book, is on three fundamental
questions:

1. What assets do we need to protect?
2. How are those assets threatened?
3. What can we do to counter those threats?

1.1 COMPUTER SECURITY CONCEPTS

A Definition of Computer Security

The NIST Computer Security Handbook [NIST95] defines the term computer secu-
rity as follows:

Computer Security: The protection afforded to an automated information
system in order to attain the applicable objectives of preserving the integrity,
availability, and confidentiality of information system resources (includes hard-
ware, software, firmware, information/data, and telecommunications).
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This definition introduces three key objectives that are at the heart of computer
security:

* Confidentiality: This term covers two related concepts:

— Data confidentiality:1 Assures that private or confidential information is
not made available or disclosed to unauthorized individuals.
— Privacy: Assures that individuals control or influence what information
related to them may be collected and stored and by whom and to whom
that information may be disclosed.

* Integrity: This term covers two related concepts:

— Data integrity: Assures that information and programs are changed only
in a specified and authorized manner.

— System integrity: Assures that a system performs its intended function in
an unimpaired manner, free from deliberate or inadvertent unauthorized
manipulation of the system.

* Availability: Assures that systems work promptly and service is not denied to
authorized users.

These three concepts form what is often referred to as the CIA triad
(Figure 1.1). The three concepts embody the fundamental security objectives for
both data and for information and computing services. For example, the NIST

and
services

Availability

Figure 1.1  The Security Requirements Triad

'RFC 2828 defines information as “facts and ideas, which can be represented (encoded) as various forms
of data,” and data as “information in a specific physical representation, usually a sequence of symbols
that have meaning; especially a representation of information that can be processed or produced by a
computer.” Security literature typically does not make much of a distinction; nor does this book.
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standard FIPS 199 (Standards for Security Categorization of Federal Information
and Information Systems) lists confidentiality, integrity, and availability as the three
security objectives for information and for information systems. FIPS PUB 199
provides a useful characterization of these three objectives in terms of requirements
and the definition of a loss of security in each category:

¢ Confidentiality: Preserving authorized restrictions on information access
and disclosure, including means for protecting personal privacy and propri-
etary information. A loss of confidentiality is the unauthorized disclosure of
information.

¢ Integrity: Guarding against improper information modification or destruction,
including ensuring information nonrepudiation and authenticity. A loss of
integrity is the unauthorized modification or destruction of information.

* Availability: Ensuring timely and reliable access to and use of information.
A loss of availability is the disruption of access to or use of information or an
information system.

Although the use of the CIA triad to define security objectives is well estab-
lished, some in the security field feel that additional concepts are needed to present
a complete picture. Two of the most commonly mentioned are as follows:

* Authenticity: The property of being genuine and being able to be verified and
trusted; confidence in the validity of a transmission, a message, or message
originator. This means verifying that users are who they say they are and that
each input arriving at the system came from a trusted source.

* Accountability: The security goal that generates the requirement for actions
of an entity to be traced uniquely to that entity. This supports nonrepudiation,
deterrence, fault isolation, intrusion detection and prevention, and after-action
recovery and legal action. Because truly secure systems aren’t yet an achievable
goal, we must be able to trace a security breach to a responsible party. Systems
must keep records of their activities to permit later forensic analysis to trace
security breaches or to aid in transaction disputes.

Note that FIPS PUB 199 includes authenticity under integrity.

Examples

We now provide some examples of applications that illustrate the requirements just
enumerated.” For these examples, we use three levels of impact on organizations or
individuals should there be a breach of security (i.e., a loss of confidentiality, integrity,
or availability). These levels are defined in FIPS PUB 199:

¢ Low: The loss could be expected to have a limited adverse effect on organiza-
tional operations, organizational assets, or individuals. A limited adverse effect
means that, for example, the loss of confidentiality, integrity, or availability
might (i) cause a degradation in mission capability to an extent and duration

’These examples are taken from a security policy document published by the Information Technology
Security and Privacy Office at Purdue University.
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that the organization is able to perform its primary functions, but the effec-
tiveness of the functions is noticeably reduced; (ii) result in minor damage to
organizational assets; (iii) result in minor financial loss; or (iv) result in minor
harm to individuals.

* Moderate: The loss could be expected to have a serious adverse effect on organ-
izational operations, organizational assets, or individuals. A serious adverse
effect means that, for example, the loss might (i) cause a significant degradation
in mission capability to an extent and duration that the organization is able to
perform its primary functions, but the effectiveness of the functions is signifi-
cantly reduced; (ii) result in significant damage to organizational assets; (iii)
result in significant financial loss; or (iv) result in significant harm to individuals
that does not involve loss of life or serious, life-threatening injuries.

e High: The loss could be expected to have a severe or catastrophic adverse
effect on organizational operations, organizational assets, or individuals. A
severe or catastrophic adverse effect means that, for example, the loss might
(i) cause a severe degradation in or loss of mission capability to an extent
and duration that the organization is not able to perform one or more of its
primary functions; (ii) result in major damage to organizational assets; (iii)
result in major financial loss; or (iv) result in severe or catastrophic harm to
individuals involving loss of life or serious life-threatening injuries.

ConripentiaLITy - Student grade information is an asset whose confidentiality is
considered to be highly important by students. In the United States, the release of
such information is regulated by the Family Educational Rights and Privacy Act
(FERPA). Grade information should only be available to students, their parents,
and employees that require the information to do their job. Student enrollment
information may have a moderate confidentiality rating. While still covered by
FERPA, this information is seen by more people on a daily basis, is less likely to be
targeted than grade information, and results in less damage if disclosed. Directory
information, such as lists of students or faculty or departmental lists, may be assigned
a low confidentiality rating or indeed no rating. This information is typically freely
available to the public and published on a school’s Web site.

INTEGRITY Several aspects of integrity are illustrated by the example of a hospital
patient’s allergy information stored in a database. The doctor should be able to
trust that the information is correct and current. Now suppose that an employee
(e.g., a nurse) who is authorized to view and update this information deliberately
falsifies the data to cause harm to the hospital. The database needs to be restored
to a trusted basis quickly, and it should be possible to trace the error back to the
person responsible. Patient allergy information is an example of an asset with a high
requirement for integrity. Inaccurate information could result in serious harm or
death to a patient and expose the hospital to massive liability.

An example of an asset that may be assigned a moderate level of integrity
requirement is a Web site that offers a forum to registered users to discuss some
specific topic. Either a registered user or a hacker could falsify some entries or
deface the Web site. If the forum exists only for the enjoyment of the users, brings
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in little or no advertising revenue, and is not used for something important such
as research, then potential damage is not severe. The Web master may experience
some data, financial, and time loss.

An example of a low integrity requirement is an anonymous online poll. Many
Web sites, such as news organizations, offer these polls to their users with very few
safeguards. However, the inaccuracy and unscientific nature of such polls is well
understood.

AvarLapiLity  The more critical a component or service, the higher is the level
of availability required. Consider a system that provides authentication services
for critical systems, applications, and devices. An interruption of service results in
the inability for customers to access computing resources and staff to access the
resources they need to perform critical tasks. The loss of the service translates into a
large financial loss in lost employee productivity and potential customer loss.

An example of an asset that would typically be rated as having a moderate
availability requirement is a public Web site for a university; the Web site provides
information for current and prospective students and donors. Such a site is not a
critical component of the university’s information system, but its unavailability will
cause some embarrassment.

An online telephone directory lookup application would be classified as a low
availability requirement. Although the temporary loss of the application may be
an annoyance, there are other ways to access the information, such as a hardcopy
directory or the operator.

The Challenges of Computer Security

Computer security is both fascinating and complex. Some of the reasons follow:

1. Computer security is not as simple as it might first appear to the novice. The
requirements seem to be straightforward; indeed, most of the major require-
ments for security services can be given self-explanatory one-word labels:
confidentiality, authentication, nonrepudiation, integrity. But the mechanisms
used to meet those requirements can be quite complex, and understanding
them may involve rather subtle reasoning.

2. In developing a particular security mechanism or algorithm, one must always
consider potential attacks on those security features. In many cases, successful
attacks are designed by looking at the problem in a completely different way,
therefore exploiting an unexpected weakness in the mechanism.

3. Because of point 2, the procedures used to provide particular services are
often counterintuitive. Typically, a security mechanism is complex, and it is
not obvious from the statement of a particular requirement that such elaborate
measures are needed. It is only when the various aspects of the threat are
considered that elaborate security mechanisms make sense.

4. Having designed various security mechanisms, it is necessary to decide
where to use them. This is true both in terms of physical placement (e.g., at
what points in a network are certain security mechanisms needed) and in a
logical sense [e.g., at what layer or layers of an architecture such as TCP/IP
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(Transmission Control Protocol/Internet Protocol) should mechanisms be
placed].

Security mechanisms typically involve more than a particular algorithm or
protocol. They also require that participants be in possession of some secret
information (e.g., an encryption key), which raises questions about the
creation, distribution, and protection of that secret information. There may
also be a reliance on communications protocols whose behavior may com-
plicate the task of developing the security mechanism. For example, if the
proper functioning of the security mechanism requires setting time limits on
the transit time of a message from sender to receiver, then any protocol or
network that introduces variable, unpredictable delays may render such time
limits meaningless.

Computer security is essentially a battle of wits between a perpetrator who
tries to find holes and the designer or administrator who tries to close them.
The great advantage that the attacker has is that he or she need only find a
single weakness while the designer must find and eliminate all weaknesses to
achieve perfect security.

There is a natural tendency on the part of users and system managers to
perceive little benefit from security investment until a security failure occurs.

Security requires regular, even constant, monitoring, and this is difficult in
today’s short-term, overloaded environment.

Security is still too often an afterthought to be incorporated into a system
after the design is complete rather than being an integral part of the design
process.

Many users and even security administrators view strong security as an imped-

iment to efficient and user-friendly operation of an information system or use
of information.

The difficulties just enumerated will be encountered in numerous ways as we

examine the various security threats and mechanisms throughout this book.

A Model for Computer Security

We now introduce some terminology that will be useful throughout the book, rely-
ing on RFC 2828, Internet Security Glossary.® Table 1.1 defines terms and Figure 1.2
[CCPS09a] shows the relationship among some of these terms. We start with the
concept of a system resource, or asset, that u sers and owners wish to protect. The
assets of a computer system can be categorized as follows:

Hardware: Including computer systems and other data processing, data storage,
and data communications devices

Software: Including the operating system, system utilities, and applications

Data: Including files and databases, as well as security-related data, such as
password files.

3See Chapter 0 for an explanation of RFCs.
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Table 1.1  Computer Security Terminology

Adversary (threat agent)

An entity that attacks, or is a threat to, a system.

Attack

An assault on system security that derives from an intelligent threat; that is, an intelligent act that is a
deliberate attempt (especially in the sense of a method or technique) to evade security services and violate
the security policy of a system.

Countermeasure

An action, device, procedure, or technique that reduces a threat, a vulnerability, or an attack by eliminating
or preventing it, by minimizing the harm it can cause, or by discovering and reporting it so that corrective
action can be taken.

Risk

An expectation of loss expressed as the probability that a particular threat will exploit a particular vulnerability
with a particular harmful result.

Security Policy

A set of rules and practices that specify or regulate how a system or organization provides security services to
protect sensitive and critical system resources.

System Resource (Asset)

Data contained in an information system; or a service provided by a system; or a system capability, such as
processing power or communication bandwidth; or an item of system equipment (i.e., a system component —
hardware, firmware, software, or documentation); or a facility that houses system operations and equipment.
Threat

A potential for violation of security, which exists when there is a circumstance, capability, action, or event, that
could breach security and cause harm. That is, a threat is a possible danger that might exploit a vulnerability.
Vulnerability

A flaw or weakness in a system’s design, implementation, or operation and management that could be
exploited to violate the system’s security policy.

Source: From RFC 2828, Internet Security Glossary, May 2000
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Figure 1.2 Security Concepts and Relationships
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o Communications facilities and networks: Local and wide area network
communication links, bridges, routers, and so on.

In the context of security, our concern is with the vulnerabilities of system
resources. [NRCO02] lists the following general categories of vulnerabilities of a
computer system or network asset:

e It can be corrupted, so that it does the wrong thing or gives wrong answers.
For example, stored data values may differ from what they should be because
they have been improperly modified.

e It can become leaky. For example, someone who should not have access to
some or all of the information available through the network obtains such
access.

¢ It can become unavailable or very slow. That is, using the system or network
becomes impossible or impractical.

These three general types of vulnerability correspond to the concepts of integrity,
confidentiality, and availability, enumerated earlier in this section.

Corresponding to the various types of vulnerabilities to a system resource are
threats that are capable of exploiting those vulnerabilities. A threat represents a
potential security harm to an asset. An attack is a threat that is carried out (threat
action) and, if successful, leads to an undesirable violation of security, or threat
consequence. The agent carrying out the attack is referred to as an attacker, or
threat agent. We can distinguish two types of attacks:

° Active attack: An attempt to alter system resources or affect their operation.

e Passive attack: An attempt to learn or make use of information from the
system that does not affect system resources.

We can also classify attacks based on the origin of the attack:

o Inside attack: Initiated by an entity inside the security perimeter (an “insider”).
The insider is authorized to access system resources but uses them in a way not
approved by those who granted the authorization.

* Outside attack: Initiated from outside the perimeter, by an unauthorized or
illegitimate user of the system (an “outsider”). On the Internet, potential
outside attackers range from amateur pranksters to organized criminals, inter-
national terrorists, and hostile governments.

Finally, a countermeasure is any means taken to deal with a security attack.
Ideally, a countermeasure can be devised to prevent a particular type of attack from
succeeding. When prevention is not possible, or fails in some instance, the goal is to
detect the attack and then recover from the effects of the attack. A countermeas-
ure may itself introduce new vulnerabilities. In any case, residual vulnerabilities
may remain after the imposition of countermeasures. Such vulnerabilities may be
exploited by threat agents representing a residual level of risk to the assets. Owners
will seek to minimize that risk given other constraints.
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1.2 THREATS, ATTACKS, AND ASSETS

We now turn to a more detailed look at threats, attacks, and assets. First, we look at
the types of security threats that must be dealt with, and then give some examples of
the types of threats that apply to different categories of assets.

Threats and Attacks

Table 1.2, based on RFC 2828, describes four kinds of threat consequences and lists
the kinds of attacks that result in each consequence.

Unauthorized disclosure is a threat to confidentiality. The following types of
attacks can result in this threat consequence:

* Exposure: This can be deliberate, as when an insider intentionally releases
sensitive information, such as credit card numbers, to an outsider. It can also
be the result of a human, hardware, or software error, which results in an entity

Table 1.2 Threat Consequences, and the Types of Threat Actions that Cause Each Consequence.

Threat Consequence Threat Action (attack)

Unauthorized Disclosure Exposure: Sensitive data are directly released to an unauthorized
A circumstance or event whereby entity.
an entity gains access to data for Interception: An unauthorized entity directly accesses sensitive
which the entity is not authorized. data traveling between authorized sources and destinations.

Inference: A threat action whereby an unauthorized entity
indirectly accesses sensitive data (but not necessarily the
data contained in the communication) by reasoning from
characteristics or by-products of communications.

Intrusion: An unauthorized entity gains access to sensitive data
by circumventing a system’s security protections.

Deception Masquerade: An unauthorized entity gains access to a system or
A circumstance or event that performs a malicious act by posing as an authorized entity.
may result in an authorized entity Falsification: False data deceive an authorized entity.
receiving false data and believing it

Repudiation: An entity deceives another by falsely denying

{op2 e, responsibility for an act.

Disruption Incapacitation: Prevents or interrupts system operation by
A circumstance or event that disabling a system component.
interrupts or prevents the correct Corruption: Undesirably alters system operation by adversely
opergtion of system services and modifying system functions or data.
e Obstruction: A threat action that interrupts delivery of system

services by hindering system operation.

Usurpation Misappropriation: An entity assumes unauthorized logical or
A circumstance or event that results physical control of a system resource.
in control of system services or Misuse: Causes a system component to perform a function or
functions by an unauthorized entity. service that is detrimental to system security.

Source: Based on RFC 2828
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gaining unauthorized knowledge of sensitive data. There have been numerous
instances of this, such as universities accidentally posting student confidential
information on the Web.

¢ Interception: Interception is a common attack in the context of communica-
tions. On a shared local area network (LAN), such as a wireless LAN or a
broadcast Ethernet, any device attached to the LAN can receive a copy of
packets intended for another device. On the Internet, a determined hacker
can gain access to e-mail traffic and other data transfers. All of these situations
create the potential for unauthorized access to data.

¢ Inference: An example of inference is known as traffic analysis, in which an
adversary is able to gain information from observing the pattern of traffic on
a network, such as the amount of traffic between particular pairs of hosts on
the network. Another example is the inference of detailed information from
a database by a user who has only limited access; this is accomplished by
repeated queries whose combined results enable inference.

e Intrusion: An example of intrusion is an adversary gaining unauthorized
access to sensitive data by overcoming the system’s access control protections.

Deception is a threat to either system integrity or data integrity. The following
types of attacks can result in this threat consequence:

° Masquerade: One example of masquerade is an attempt by an unauthorized
user to gain access to a system by posing as an authorized user; this could
happen if the unauthorized user has learned another user’s logon ID and
password. Another example is malicious logic, such as a Trojan horse, that
appears to perform a useful or desirable function but actually gains unauthor-
ized access to system resources or tricks a user into executing other malicious
logic.

e Falsification: This refers to the altering or replacing of valid data or the intro-
duction of false data into a file or database. For example, a student may alter
his or her grades on a school database.

* Repudiation: In this case, a user either denies sending data or a user denies
receiving or possessing the data.

Disruption is a threat to availability or system integrity. The following types of
attacks can result in this threat consequence:

* Incapacitation: This is an attack on system availability. This could occur as a
result of physical destruction of or damage to system hardware. More typically,
malicious software, such as Trojan horses, viruses, or worms, could operate in
such a way as to disable a system or some of its services.

¢ Corruption: This is an attack on system integrity. Malicious software in this
context could operate in such a way that system resources or services function
in an unintended manner. Or a user could gain unauthorized access to a system
and modify some of its functions. An example of the latter is a user placing
backdoor logic in the system to provide subsequent access to a system and its
resources by other than the usual procedure.



20 CHAPTER 1 / OVERVIEW

* Obstruction: One way to obstruct system operation is to interfere with com-
munications by disabling communication links or altering communication
control information. Another way is to overload the system by placing excess

burden on communication traffic or processing resources.

Usurpation is a threat to system integrity. The following types of attacks can
result in this threat consequence:

e Misappropriation: This can include theft of service. An example is a distributed
denial of service attack, when malicious software is installed on a number of hosts
to be used as platforms to launch traffic at a target host. In this case, the malicious
software makes unauthorized use of processor and operating system resources.

° Misuse: Misuse can occur by means of either malicious logic or a hacker that
has gained unauthorized access to a system. In either case, security functions

can be disabled or thwarted.

Threats and Assets

Computer system
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Data  (file security)
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The assets of a computer system can be categorized as hardware, software, data,
and communication lines and networks. In this subsection, we briefly describe these
four categories and relate these to the concepts of integrity, confidentiality, and
availability introduced in Section 1.1 (see Figure 1.3 and Table 1.3).

Computer system
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Scope of Computer Security

Figure 1.3
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Note: This figure depicts security concerns other than physical security, including controlling of
access to computers systems, safeguarding of data transmitted over communications systems, and

safeguarding of stored data.
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Table 1.3 Computer and Network Assets, with Examples of Threats.
Availability Conlfidentiality Integrity
Hardware | Equipment is stolen or
disabled, thus denying
service.
Software | Programs are deleted, An unauthorized copy of A working program is modi-
denying access to users. software is made. fied, either to cause it to fail
during execution or to cause
it to do some unintended task.
Data | Files are deleted, An unauthorized read Existing files are modified or
denying access to users. of data is performed. An new files are fabricated.
analysis of statistical data
reveals underlying data.
Communication | Messages are destroyed or | Messages are read. The Messages are modified,
Lines | deleted. Communication traffic pattern of delayed, reordered, or dupli-
lines or networks are messages is observed. cated. False messages are
rendered unavailable. fabricated.

HAarpwARrRE A major threat to computer system hardware is the threat to
availability. Hardware is the most vulnerable to attack and the least susceptible to
automated controls. Threats include accidental and deliberate damage to equipment
as well as theft. The proliferation of personal computers and workstations and the
widespread use of LANSs increase the potential for losses in this area. Theft of
CD-ROMs and DVDs can lead to loss of confidentiality. Physical and administrative
security measures are needed to deal with these threats.

Sorrware  Software includes the operating system, utilities, and application
programs. A key threat to software is an attack on availability. Software, especially
application software, is often easy to delete. Software can also be altered or
damaged to render it useless. Careful software configuration management, which
includes making backups of the most recent version of software, can maintain high
availability. A more difficult problem to deal with is software modification that
results in a program that still functions but that behaves differently than before,
which is a threat to integrity/authenticity. Computer viruses and related attacks fall
into this category. A final problem is protection against software piracy. Although
certain countermeasures are available, by and large the problem of unauthorized
copying of software has not been solved.

Dara Hardware and software security are typically concerns of computing center
professionals or individual concerns of personal computer users. A much more
widespread problem is data security, which involves files and other forms of data
controlled by individuals, groups, and business organizations.

Security concerns with respect to data are broad, encompassing availability,
secrecy, and integrity. In the case of availability, the concern is with the destruction
of data files, which can occur either accidentally or maliciously.
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The obvious concern with secrecy is the unauthorized reading of data files or
databases, and this area has been the subject of perhaps more research and effort
than any other area of computer security. A less obvious threat to secrecy involves
the analysis of data and manifests itself in the use of so-called statistical databases,
which provide summary or aggregate information. Presumably, the existence of
aggregate information does not threaten the privacy of the individuals involved.
However, as the use of statistical databases grows, there is an increasing potential
for disclosure of personal information. In essence, characteristics of constituent
individuals may be identified through careful analysis. For example, if one table
records the aggregate of the incomes of respondents A, B, C, and D and another
records the aggregate of the incomes of A, B, C, D, and E, the difference between
the two aggregates would be the income of E. This problem is exacerbated by the
increasing desire to combine data sets. In many cases, matching several sets of data
for consistency at different levels of aggregation requires access to individual units.
Thus, the individual units, which are the subject of privacy concerns, are available at
various stages in the processing of data sets.

Finally, data integrity is a major concern in most installations. Modifications
to data files can have consequences ranging from minor to disastrous.

CommunicaTioN LINES AND NETwoRrks —Network security attacks can be classified
as passive attacks and active attacks. A passive attack attempts to learn or make
use of information from the system but does not affect system resources. An active
attack attempts to alter system resources or affect their operation.

Passive attacks are in the nature of eavesdropping on, or monitoring of,
transmissions. The goal of the attacker is to obtain information that is being trans-
mitted. Two types of passive attacks are release of message contents and traffic
analysis.

The release of message contents is easily understood. A telephone conver-
sation, an electronic mail message, and a transferred file may contain sensitive or
confidential information. We would like to prevent an opponent from learning the
contents of these transmissions.

A second type of passive attack, traffic analysis, is subtler. Suppose that we
had a way of masking the contents of messages or other information traffic so that
opponents, even if they captured the message, could not extract the information
from the message. The common technique for masking contents is encryption. If we
had encryption protection in place, an opponent might still be able to observe the
pattern of these messages. The opponent could determine the location and identity
of communicating hosts and could observe the frequency and length of messages
being exchanged. This information might be useful in guessing the nature of the
communication that was taking place.

Passive attacks are very difficult to detect because they do not involve any
alteration of the data. Typically, the message traffic is sent and received in an
apparently normal fashion and neither the sender nor receiver is aware that a
third party has read the messages or observed the traffic pattern. However, it is
feasible to prevent the success of these attacks, usually by means of encryption.
Thus, the emphasis in dealing with passive attacks is on prevention rather than
detection.
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Active attacks involve some modification of the data stream or the creation
of a false stream and can be subdivided into four categories: replay, masquerade,
modification of messages, and denial of service.

Replay involves the passive capture of a data unit and its subsequent retrans-
mission to produce an unauthorized effect.

A masquerade takes place when one entity pretends to be a different entity. A
masquerade attack usually includes one of the other forms of active attack. For exam-
ple, authentication sequences can be captured and replayed after a valid authentica-
tion sequence has taken place, thus enabling an authorized entity with few privileges
to obtain extra privileges by impersonating an entity that has those privileges.

Modification of messages simply means that some portion of a legitimate
message is altered, or that messages are delayed or reordered, to produce an
unauthorized effect. For example, a message stating, “Allow John Smith to read
confidential file accounts” is modified to say, “Allow Fred Brown to read confiden-
tial file accounts.”

The denial of service prevents or inhibits the normal use or management of
communications facilities. This attack may have a specific target; for example, an
entity may suppress all messages directed to a particular destination (e.g., the security
audit service). Another form of service denial is the disruption of an entire netw